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Gatekeeper FAQ (SecureLink 5+)
The SecureLink Gatekeeper is a software component designed to be installed on a Windows or Unix/Linux Server. Its purpose is to serve as a secure
access point for one or more servers from your network which then communicates directly to your vendor's SecureLink instance through an encrypted
tunnel via the internet.

What are the technical requirements for a Gatekeeper?

  512MB RAM
  200MB Disk Space 
  Outbound Internet Connection (either via port 22 (ssh), port 80 (http) or via a proxy server)

Will I have to make any changes to the Firewall?

The Gatekeeper requires internet access to communicate with your vendor's SecureLink server, but there are no firewall changes necessary to enable
your vendor to connect using SecureLink. If the Gatekeeper is installed on a system that does not have internet access, rules should be set on the firewall
to allow outbound SSH or HTTP access directly to your vendor's SecureLink server.

Does the Gatekeeper require a dedicated workstation/server?

The Gatekeeper does not need a dedicated workstation/server.  It can be installed directly on the target machine.

Is a reboot required during installation?

The Gatekeeper installation does not require a server reboot.

How long does it take to install a Gatekeeper?

 A Gatekeeper installation typically takes less than 5 minutes.  Ensure you have the unique Gatekeeper registration code from your vendor to complete the
process.

How do I access and manage my Gatekeeper?

To access your Gatekeeper management interface you will navigate to your vendor's SecureLink server and log-in with your provided credentials.  These
credentials will automatically be emailed to you when your vendor creates your Gatekeeper User account. If you have not received an email from your
vendor's SecureLink server, you will need to request an account from your vendor.  If another person in your organization already has an administrator
Gatekeeper User account, they can generate a new account for you as well.  

Local access to the Gatekeeper is also available and provides limited local connectivity settings administration.  The Gatekeeper can be accessed locally in
two different ways.  From your Windows start menu, select -> All Programs/SecureLink/SecureLink Gatekeeper.  You can also access the Gatekeeper
from your browser by typing  in the address bar.http://127.0.0.1:4680

How do I enable access for my vendor?

Access will automatically be enabled for your vendor after successfully registering the Gatekeeper for the first time.  If you wish to disable it or set up on an
access schedule, click on the  link. From here, you can disable access temporarily or create a scheduled access window, outside ofConnection Status
which the Gatekeeper will return to a disabled state.

http://127.0.0.1:4680
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Can I change Notification e-mails?

Access notification emails are controlled by each individual Gatekeeper user.  Each Gatekeeper you have access to will be listed under  with My Account
the ability to toggle notifications on or off for that Gatekeeper. To send notification emails to additional users navigate to My Gatekeepers > Users and Edit
the user (or add a new user) you wish to add or remove notifications for.  

How do I store credentials?

The Gatekeeper provides you with the ability to store, mask and pass login credentials for your vendors. Credentials can be stored for RDP, SSH and
Telnet services.

To add credentials, click on "Settings" and then select .  Enter the required information on the credentials screen.RDP/SSH/Telnet Credentials
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Once the credentials have been added, they will need to be associated with the appropriate host and service.  To do this, select Vendor Privilege
 from the  menu.   You can either add the credentials to an existing host/service or click and enter the hostname/ip of theSettings Settings Add New Host 

device you would like to add.  Hover your mouse over the service in question, click "Edit" and add the appropriate credential and then save it. 

To learn more about using the SecureLink Gatekeeper, please visit the following link for additional FAQs, a video demonstrating usage as well as a contact
form if you have additional questions.

https://www.securelink.com/gatekeeper-upgrade/

https://www.securelink.com/gatekeeper-upgrade/
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